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Abstract

Purpose: The adoption of electronic medical records (EMR) is expected to better improve overall healthcare quality and
to offset the financial pressure of excessive administrative burden. However, safeguarding EMR against potentially hostile
security breaches from both inside and outside healthcare facilities has created increased patients’ privacy concerns from
all sides. The aim of our study was to examine the influencing factors of privacy protection for EMR by healthcare
professionals. Method: We used survey methodology to collect questionnaire responses from staff members in health
information management departments among nine Taiwanese hospitals active in EMR utilisation. A total of 209 valid
responses were collected in 2014. We used partial least squares for analysing the collected data. Results: Perceived
benefits, perceived barriers, self-efficacy and cues to action were found to have a significant association with intention to
protect EMR privacy, while perceived susceptibility and perceived severity were not. Conclusion: Based on the findings
obtained, we suggest that hospitals should provide continuous ethics awareness training to relevant staff and design more
effective strategies for improving the protection of EMR privacy in their charge. Further practical and research implica-
tions are also discussed.
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Introduction

Electronic medical records (EMRs) are defined as a
collection of a patient’s medical history that communicate
instructions for further medical care and that share labora-
tory test results by means of software applications (Abbass
et al., 2012). Currently, EMRs are widely recognised as a
means of improving healthcare quality and reducing finan-
cial pressure (Nguyen et al., 2014; Samuel, 2014). EMRs
involve the collection of and organisation of medical
records electronically, and they serve as the primary stor-
age method for every entailed aspect of patient care (Sykes
etal., 2011). As well as avoiding fragmentation and ineffi-
ciency of traditional paper-based medical records, EMRs
enable healthcare professionals to access patient-related
information immediately, regardless of time and location
(Zhou et al., 2009). Thus, EMRs are deemed beneficial to
the healthcare industry in many aspects. However, on the
downside;sEMRs-are-potentiallysvulnerable to privacy

breaches that result in increased concerns among patients
(Kuo et al., 2014). Because EMRs have been extensively
adopted worldwide (Accenture, 2014; Shu et al., 2014;
Yoshida et al., 2013), the real potential for privacy breaches
warrants particular and growing concern. In Taiwan, for
example, approximately 65.2% of hospitals have adopted
EMRs (Ministry of Welfare and Health, 2016), more than
370 hospitals have adopted EMRs and more than 340
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hospitals exchange EMRs with one another. In 2012, 44%
of healthcare practitioners in the United States had already
implemented some form of EMR system in their facilities
(Charles et al., 2013). Accenture (2014) predicted that the
global EMR market would reach US$22.3 billion by the
end of 2015.

Privacy may be defined as ‘one’s ability to control infor-
mation about oneself” (Bélanger and Crossler, 2011). Pre-
vious studies (e.g. Kuo et al., 2014) have revealed that
concerns related to privacy can have a negative impact
on patients’ perceptions of participating in EMR practices.
Moreover, according to a report from the US Department
of Health and Human Services (2014), the EMR privacy of
nearly 32 million patients has been breached, internally or
externally, since 2009. Therefore, it is crucial for hospitals
to secure effective privacy measures of EMRs to allay
patients’ privacy concerns and to ensure compliance with
patient institution sharing. Other studies have reported that
security breaches continue unabated because employees
are themselves the primary cause of breaches (D’Arcy and
Devaraj, 2012; Ifinedo, 2014). As a result, hospital employ-
ees with both direct and indirect EMR access are all con-
sidered to be possible threats to EMR privacy, in addition to
any external threats.

The health belief model (HBM) was originally devel-
oped to explain preventive health behaviour (Rosenstock,
1974). The HBM posits that the likelihood of an individual
to take action in relation to a health condition is fully
dependent upon their perceptions of personal susceptibility
to and the severity of a health threat. The perceived benefits
of a specific health behaviour will be weighed against bar-
riers to the behaviour by those most involved. According to
Rosenstock et al. (1994), perceived susceptibility refers to a
subjective perception of the risk of contracting an adverse
health condition. Perceived severity is the subjective per-
ception regarding to what extent an illness or the conse-
quences of leaving an illness untreated may have a negative
impact. Perceived benefit is the subjective perception of
how the effectiveness of actions undertaken to reduce
threats will lessen the perceived risk. Perceived barrier is
the subjective perception of an obstacle that may be
encountered while undertaking a recommended behaviour.

Two additional critical variables are included in the
notion of HBM: self-efficacy and cues to action (Rosen-
stock et al., 1994). Self-efficacy is the belief that one can
successfully undertake required behaviour to attain
expected outcomes and cues to action. For example, receiv-
ing advice from others or making one self-aware is a pos-
sible trigger that prompts a person to take some sort of
preventive action (Rosenstock et al., 1994). The HBM is
now widely adopted in various disciplines such as in public
health, information systems and transportation (Ng et al.,
2009; Simsekoglu and Lajunen, 2008; Straub and Leahy,
2014; Wan Omar et al., 2013). Therefore, the model is not
only being used to predict individuals’ health-related beha-
viour. On this basis, we argued that the rationale of pre-
ventive behaviour derived from the HBM could be
transferred to our study in order to consistently predict the
privacysprotectionsbehavioursof-hospitalsstaff, which may

also be regarded as a form of inherent preventive beha-
viour. Furthermore, few studies have attempted to use the
HBM to study the privacy protection behaviour of hospital
staff in view of the increasing prevalence of EMR adoption
among hospital facilities (Accenture, 2014; Shu et al.,
2014; Yoshida et al., 2013).

The research question for this study was, “What are the
noticeable factors affecting the EMR privacy-protection
behaviour of hospital staff, according to the HBM?’ 1t is
generally accepted that all hospital employees having EMR
access privileges remain as a possible threat to EMR pri-
vacy implementation. Many previous studies have explored
the attitudes and perceptions of healthcare professionals
towards EMR privacy (e.g. Foth, 2016; Ma et al., 2016).
What is lacking is the perspective of other hospital staff.
Hence, our study investigated such staff members within
the health information management departments, who
manage EMRs throughout the hospital setting and also
those who are privileged to EMR access capability. By
determining the influencing factors, hospitals can effec-
tively develop more and better strategies that will encour-
age health information management employees to share in
protecting EMR privacy. Our study extends the knowledge
of the application of HBM in a non-healthcare context, and
it also investigates the all-important issue of EMR privacy
in a timely fashion. Furthermore, our study may also assist
to minimise the gap in the literature due to the missing
perspectives from other significant stakeholders, in addi-
tion to healthcare professionals, whenever investigating the
protection of EMR privacy concerns.

Research framework and hypothesis formulation

Our study used the HBM as the theoretical base upon which
to study the volitional intent of health information manage-
ment staff members to protect EMR privacy. As such, those
EMR privacy breaches, which may cause both tangible and
intangible damage to both hospital staff and hospitals, refer
to unauthorised or unintended access, or both, to EMRs by
individuals internal or external to hospitals. According to
HBM, an individual will undertake an action relative to a
health condition dependent upon the perception of threat to
themselves. Transferring this rationale to our study, health
information management staff members may react to per-
ceived threats of EMR breaches and thus adopt a coping
response that will protect EMR privacy or mitigate against
such a threat entirely. Figure 1 shows the six primary fac-
tors (i.e. perceived susceptibility, perceived severity, per-
ceived benefit, perceived barrier, self-efficacy and cues to
action) said to influence the intention of health information
management staff to protect EMR privacy. The justifica-
tion of the model, along with the research constructs and
their associations in the proposed model, was demonstrated
as follows.

In our study, perceived susceptibility referred to a health
information management staff member’s belief of EMR
vulnerability to the threat of integrity breaches. The greater
a health information management staff member’s belief
regarding susceptibility to the threat of EMR breaches, he
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or she will be more active in undertaking the necessary
procedures to protect the privacy of EMRs. Several studies
(e.g. Ng et al., 2009; Orji et al., 2012) have found that
perceived susceptibility is predictive of subsequent preven-
tive behaviour. Thus, the present study hypothesised that:

H1: There is a positive relationship between a health
information management staff member’s perceived sus-
ceptibility and intention to protect EMR privacy.

We defined perceived severity as a health information
management staff member’s belief concerning the severity
of the threat of EMR breaches and the consequences
thereof. Akin to perceived susceptibility, the higher a
health information management staff member’s belief is
regarding the severity of negative consequences from EMR
breaches, the more vigorous he or she will be to protect the
privacy of EMRs. Prior studies (e.g. Kim et al., 2012; Ng
et al., 2009) confirmed that perceived severity had an asso-
ciation with health-related behaviour. Thus, the second
hypothesis postulates the following:

H2: There is a positive association between a health
information management staff member’s perceived
severity and intention to protect EMR privacy.

Perceived benefit refers to a health information manage-
ment staff member’s belief in the potential benefit of pro-
tecting EMR privacy. Therefore, it is only when a health
information management staff member perceives the over-
all benefit of securing EMR privacy that he or she will
engage in that protective behaviour. Several studies have
reported that perceived benefit is one of the most consistent
predictors of health- or preventive-related behaviours (e.g.
Kim et al., 2012; Simsekoglu and Lajunen, 2008). Based on
the discussions, we formulate the following hypothesis:

H3: There is a positive relationship between a health
information management staff member’s perceived ben-
efit and intention to protect EMR privacy.

Perceived barrier measures the extent to which a health
information management staff member’s belief regarding
the physical and psychological costs to protect EMR pri-
vacysAshealthyinformationnmanagement staff member may

hold that despite the effectiveness of protecting EMR pri-
vacy to alleviate perceived threat, he or she may still regard
the required procedures for such protective behaviour to be
inconvenient or costly to him- or herself, which might con-
strain engagement in such behaviour. Several studies (e.g.
Cheney and John, 2013; Kim et al., 2012) have demon-
strated that a perceived barrier of costs (e.g. time, money,
and effort) can prevent individuals from undertaking
health-related behaviours. Based on the discussions, we
formulate the following hypothesis:

H4: There is a negative association between a health
information management staff member’s perceived bar-
rier and their intention to protect EMR privacy.

We measure self-efficacy as the extent of a health infor-
mation management staff member’s belief in his or her ability
to effectively protect EMR privacy. A growing body of liter-
ature (e.g. Ifinedo, 2014; Ng et al., 2009; Wan Omar et al.,
2013) supports the importance of self-efficacy in predicting
behavioural intentions. Accordingly, a health information
management staff member may tend to protect the privacy
of EMR if he or she is confident in undertaking such beha-
viour. Our study therefore states the following hypothesis:

HS: There is a positive relationship between a health
information management staff member’s self-efficacy
and their intention to protect EMR privacy.

The term ‘cues to action’ refers to possible behavioural
triggers that may cause health information management
staff members to protect EMR privacy. Prior literature
(e.g. Cheney and John, 2013: 3; Straub and Leahy, 2014)
has shown that cues to action can be a predictor of health or
preventive behaviour in differing disciplines. Therefore, a
health information management staff member may be
inclined to protect the privacy of EMRs whenever
prompted with reminder messages. Based on the discus-
sions above, the present study hypothesised:

H6: There is a positive association between a health
information management staff member’s cues to action
and their intention to protect EMR privacy.

To diminish unknown influences, we included four con-
trol variables in the proposed model: age, gender, experi-
ence and education of respondents according to the prior
literature (D’Arcy and Devaraj, 2012; Ifinedo, 2014).

Methods

To empirically validate the postulated model, we adminis-
tered a cross-sectional survey to determine health informa-
tion management staff members’ intention to protect EMR
privacy.

Development of measurements

Using Churchill’s (1979) recommendations for question-
naire development, we adopted survey items from previ-
ously validated studies in order to create an initial pool of
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Table I. Reliability and validity.

Constructs Items Mean SD 4 AVE CR Cronbach’s o
Perceived susceptibility The chance that EMR privacy may be breached is high 3.78 1.23 090 0.69 0.94 0.90
There is a strong probability that EMR privacy breaches may  3.95 1.29 0.66
lead to privacy issues
The use of EMR is likely to cause privacy problems 3.65 1.18 0.90
Perceived severity Having EMR privacy breaches is a severe problem for me 547 1.16 0.89 0.80 0.89 0.75
Losing EMR data is a severe problem for me 550 .19 0.90
Perceived benefits Complying with the privacy policy prevents future EMR privacy 5.15 0.99 0.78 0.68 0.90 0.84
breaches
The privacy policy can ensure EMR privacy 498 0.95 09I
Complying with the privacy policy prevents the violation of 502 1.00 0.92
EMR privacy
I am less anxious about EMR privacy breaches if | can comply 4.29 122 0.67
with the privacy policy
Perceived barriers Complying with the privacy policy may interfere with many 344 1.10 071 0.70 0.84 0.6l
work activities
Complying with the privacy policy is difficult 377 1.22 094
Self-efficacy | am confident that | can comply with the privacy policy 539 090 086 062 0.83 0.69
| am confident that | can recognise the potential problems of  5.11 0.91 0.83
violating EMR privacy
| am confident that | can comply with the privacy policy even if 4.70 0.97 0.65
there is no one around to help me
Cues to action My hospital regularly distributes newsletters or articles 5.06 0.87 0.84 0.68 0.86 0.76
concerning the protection of EMR privacy
My hospital regularly organises talks on EMR privacy 5.13 0.89 0.87
My hospital regularly sends out alert messages regarding EMR  5.01 1.02 0.76
privacy
Intention to protect | intend to protect EMR privacy 550 0.82 0.94 0.90 0.96 0.94
EMR privacy | predict | will protect EMR privacy 540 0.88 0.93
| plan to protect EMR privacy 544 085 0.97

/: factor loadings; AVE: average variance extracted; CR: composite reliability; SD: standard deviation; EMR: electronic medical records.

survey items for each construct. An expert panel, com-
prised of two experienced health information management
staff members and one scholar who specialised in health-
care information management, inspected proposed items to
assess their face and content validity. A few ambiguous
words were altered according to the suggestions made by
the panel in order to eliminate possible confusion during
survey administration. Survey items were measured on a 7-
point Likert-type scale, ranging from 1, representing
‘strongly disagree’, to 7, representing ‘strongly agree’.
Regarding the detailed sources of items, perceived suscept-
ibility and perceived severity were measured using three
and two items, respectively, as adapted from Ng et al.
(2009). Perceived benefit and perceived barrier were mea-
sured using four and two items, respectively, in accor-
dance with Cheney and John (2013). Self-efficacy and
cues to action were both measured using three items
adapted from Ng et al. (2009). Intention to protect EMR
privacy was measured using three items adapted from
Venkatesh and Bala (2008). Since the original items were
found in English, it was necessary to first translate these
items into Chinese. We used the back-translation (Brislin,
1976) approach to ensure that the meaning of the original
items was preserved during the translation between Chi-
nese and English.

Following the suggestion of Straub (1989), recommend-
ingythatyresearchersypretesty(usuallyysubject to qualitative

analysis) and/or pilot test (usually subject to quantitative
analysis) instruments before formal investigation, a pretest
was then conducted on 10 health information management
staff members. Participants were selected by means of con-
venience sampling in order to establish the scales to be
used. Additional modifications to words and phrases were
made to the suggested items, resulting in a final scale jus-
tified for further testing. Table 1 lists the final survey items.

Ethical approval and sampling method

Ethical approval from the institutional review board of a
Taiwanese medical centre was obtained prior to the admin-
istration of the survey (IRB#: 10303-L09). In Taiwan, hos-
pitals are categorised into three levels: medical centres,
regional hospitals and district hospitals. The total numbers
of medical centres, regional hospitals and district hospitals
in Taiwan are about 19, 80 and 308, respectively (Joint
Commission of Taiwan, 2016). Most of the three hospital
levels have adopted EMR due to a huge endeavour made to
promote EMR adoption by the Ministry of Health and Wel-
fare in Taiwan. However, medical centres and regional
hospitals will usually have more sophisticated EMR sys-
tems and wider application of EMR than district hospitals
due to available financial resources. Prior to the distribution
of the questionnaires, we liaised with nine hospitals,
including three medical centres, four regional hospitals and
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two district hospitals in order to obtain their overall assis-
tance with, and participation in, this study. The nine sub-
ject hospitals chosen are considered to be rather active in
their utilisation of EMR in Taiwan in terms of their
volumes of internal EMR utilisation and also the numbers
of EMR exchanged with other hospitals (Ministry of
Health and Welfare, 2016). It should be understood that
any EMR privacy breaches occurring may have a wider
negative impact on the patients; therefore, issues related
to privacy protection are especially imperative in these
nine hospitals. We appointed a coordinator for each hos-
pital to assist with the distribution and collection of the
questionnaires. In total, 291 health information manage-
ment staff members from the nine hospitals, who have
privileged EMR access, were asked to complete the
paper-and-pencil survey. Some of these staff members,
however, revealed no interest in our survey and did not
participate. From 16 April 2014 to 10 June 2014, a total of
240 questionnaires were distributed to the coordinators, of
which 230 responses were returned to the researchers.
Excluding the 21 incomplete responses due to partial
answers, 209 completed responses were used in the final
analysis, resulting in a valid response rate of 87.08%.

Results
Characteristics of respondents

Most respondents were female (86.1%), and they were aged
from 30 to 39 years (46.9%). Of the respondents, 90.9%
were college or university educated. The majority of
respondents were located in regional hospitals (56.9%).
Most staff members had been working for 10 years or less
in health information management departments (67.4%).
Detailed characteristics of the respondents and the hospitals
are listed in Table 2.

Measurement model evaluation

We first tested the normality of collected data by employ-
ing a Kolmogorov—Smirnov test, and the results revealed
some extent non-normal distribution (p < 0.001). We there-
fore adopted partial least squares (PLS), which is a method
that makes no distribution assumption when analysing the
collected data (Hair et al., 2013). Further, the sample size
requirement for PLS is ‘ten times the largest number of
structural paths directed at a particular latent construct’
(Hair et al., 2013), and our sample size also fits with the
requirement. We used R software with a plspm package (R
Core Team, 2013; Sanchez, 2013) to inspect both the mea-
surement model and the structural model of PLS, respec-
tively (Hair et al., 2013). The measurement model was used
to assess the construct reliability and validity by assessing
item loadings, composite reliability (CR), Cronbach’s o,
average variance extracted (AVE), discriminant validity
and convergent validity (Fornell and Larcker, 1981; Hair
et al., 2013). Regarding the measurement model, the item
loadings were higher than the 0.6 threshold (Bagozzi and
Yi, 1988), indicating sufficient item reliability. The CR of
thegconstructspexceededythey0:7othreshold (Fornell and

Table 2. Demographics of respondents.

Variable(s) Frequency Percentage
Gender Male 29 13.9
Female 180 86.1
Age 20-29 38 18.2
30-39 98 46.9
40-49 58 27.8
>50 15 7.1
Work experience <5 68 325
(years) 6-10 65 31.1
I1-15 31 14.8
16-20 26 12.4
>21 19 9.1
Education High school 19 9.1
College/university 172 82.3
Graduate school 18 8.6
Accreditation status Medical centre 75 359
of hospitals Regional hospital 119 56.9
belonged District hospital 15 72

Larcker, 1981). Only the Cronbach’s a of the perceived
barrier and self-efficacy construct was 0.62 and 0.69,
respectively, which were still acceptable (Hair et al.,
2010). Furthermore, the AVE of all the constructs was
higher than 0.5 (Fornell and Larcker, 1981), demonstrating
adequate convergent validity. Finally, discriminant validity
was assessed by comparing the square root of AVE with the
correlation between two constructs (see Table 3). Our
results demonstrated that the square root of AVE was larger
than the correlation between the two constructs, indicating
adequate discriminant validity.

Structural model evaluation

Regarding the evaluation of the structural model, we also
used PLS with bootstrapping to test the structural model
and the significance levels of the hypothesised paths. As
depicted in Figure 2, perceived benefit (f = 0.12, p <0.05),
perceived barrier (f = —0.14, p < 0.05), self-efficacy (f =
0.32, p < 0.001) and cues to action ( = 0.40, p < 0.001)
significantly predicted behavioural intention; thus, four
(H3 to H6) of the six hypotheses were supported. Perceived
susceptibility (f = 0.07, p = 0.223) and perceived severity
(f = 0.07, p = 0.219) were not significant determinants
(see Table 4). Overall, approximately 45% of the variance of
behavioural intention could be explained by the proposed
model. Regarding the three control variables, only gender
had a significant effect on intention (f = —0.15, p < 0.05).
However, the results concerning the hypotheses remain
unchanged with or without these control variables present.
Furthermore, we adopted the global fit measure (GoF) to
evaluate the model fit and it was assessed as:

/A —
\/ Average variance extracted (AVE) x R* (Wetzels et al.,

2009). The average AVE = 0.69 and average R*> = 0.45, thus
resulting in a GoF = 0.56. As suggested by Wetzels et al.
(2009), a GoF value of 0.56 (which exceeds the 0.36 cri-
terion for large effect sizes) indicated that our model was
in fact valid.
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Table 3. Discriminant validity®.

PSU PSE PBE PBA SE CTA TP
PSU 0.83
PSE —0.23 0.89
PBE 000 -0.06 0.82
PBA 041 —-024 0.06 084
SE —0.12 0.18 029 0.04 0.79
CTA 0.00 022 020 0.06 040 0.82
ITP —0.02 023 028 —-0.07 050 0.54 095

ITP: intention to protect EMR privacy; CTA: cues to action; PBA:
perceived barriers; PBE: perceived benefits; PSE: perceived severity; PSU:
perceived susceptibility; SE: self-efficacy.

?Diagonal elements are root of the average variance extracted; off-
diagonal elements are the correlations among constructs.

Perceived Perceived
susceptibility barriers
B 5=0.07 ns
Self-efficacy
severity

Perceived
benefits

Intention to protect
EMR privacy

B=0.40%**

______________________

Figure 2. Structural model results. *p < 0.05; **p < 0.01; ***p <
0.001. ns: not significant; f: standardised coefficient.

Table 4. Hypotheses testing results.

Hypotheses t Statistics Support?

H1 Perceived susceptibility—Intention to 1.22 No
protect EMR privacy

H2 Perceived severity—Intention to 1.23 No
protect EMR privacy

H3 Perceived benefits—Intention to 2.19° Yes
protect EMR privacy

H4 Perceived barriers—Intention to —2.26° Yes
protect EMR privacy

H5 Self-efficacy— Intention to protect 5.17° Yes
EMR privacy

Hé6 Cues to action—Intention to protect 6.65° Yes
EMR privacy

EMR: electronic medical records.
*p < 0.05; °p < 0.001.

Discussion

Effect of perceived susceptibility on behavioural
intention

Surprisingly, the results of the structural model did not
support H1. Our results do not corroborate the argument
of HBM, which posits that perceived susceptibility signif-
icantly predicts subsequent health behaviour. However,
Carpenter (2010) found that perceived susceptibility was
asweakspredictorsof preventivesbehaviour in his meta-

analysis of HBM variables. Kim et al. (2012) also reported
that perceived susceptibility did not have a significant asso-
ciation with intention to consume healthy food and/or to
engage in physical activity by college students. A plausible
explanation for the non-significant results in our study may
be that the health information management staff members
believe that the EMR in their hospitals can be considered
as secure because the health authority in Taiwan has regu-
lated hospitals to ensure the security of EMR (Ministry of
Health and Welfare, 2009). Hospitals are mandated to
afford special attention to the protection of EMR privacy
in order to avoid any possible punishment by violating
these proscribed regulations (Ministry of Health and Wel-
fare, 2009). Further, no major EMR privacy breaches have
been reported since the hospitals involved in this study
adopted EMR.

Effect of perceived severity on behavioural intention

In contrast to our expectations, no evidence of significant
association between perceived severity and intention was
found according to the results; hence, H2 was not sup-
ported. Although the results were not parallel with HBM,
previous studies have, however, shown that perceived
severity exerts a weak effect, or no effect whatsoever, on
health behaviour (Janz and Becker, 1984; Kim et al., 2012).
In their study of computer security behaviour among
employees from differing organisations, Ng et al. (2009)
found that perceived severity was not a significant predic-
tor of an employee’s computer security behaviour. In light
of the mean scores of perceived severity (ranging from 5.47
to 5.50 out of 7) being higher than that of perceived sus-
ceptibility (ranging from 3.65 to 3.95), there may be some
indication that the respondents were quite concerned about
the potential negative consequences of EMR breaches.
However, such responses are still insufficient to account
for 100% of the variance of their intentions to protect
EMR privacy. This is despite their perceived lower scores
regarding the possibility of occurring EMR breaches.
However, it should be noted that any comparison made
will assume that respondents’ given approaches to scoring
were invariant across perceived susceptibility and per-
ceived severity, which is a point not directly assessed in
our current study parameters.

Effect of perceived benefit on behavioural intention

The structural model revealed that the perceived benefit
construct is a significant predictor of intention, thus sup-
porting H3. Comparison of the findings is made with those
of other studies (Kim et al., 2012; Ng et al., 2009;
Simsekoglu and Lajunen, 2008) to confirm, as the HBM
(Rosenstock et al., 1994) asserts that an individual will
engage in a specific behaviour if he or she determines that
such behaviour is useful for mitigating a perceived threat.
According to the findings, the higher the benefit is of secur-
ing the privacy of EMR that health information manage-
ment staff members can perceive, the more likely they will
be to engage in protective behaviour, such as ensuring
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compliance to privacy policy. Such findings may imply that
hospitals should ensure that health information manage-
ment staff members fully comprehend the effectiveness and
content of proscribed EMR privacy policy as well as the
importance of compliance to it. Health information man-
agement staff members can thus make a proper and appro-
priate decision to undertake protective behaviour by an
adherence to such policy.

Effect of perceived barriers on behavioural intention

The data supported our hypothesis (H4) that a perceived
barrier inhibits a health information management staff
member’s intention to protect EMR privacy. The concept
of a perceived barrier was seen to be one of the strongest
predictors of health behaviour according to the meta-
analysis of Carpenter (2010). Protecting EMR privacy
requires compliance with strict regulations, which is typi-
cally considered an inconvenience to those most involved,;
for example, in Taiwan, there are numerous strictly
enforced laws requiring the need for hospital staff members
to protect the privacy of paper-based medical records.
Hence, health information management staff members may
already be accustomed to practicing privacy-protection
behaviour on a regular basis wherever EMR is involved.
Although most of the concepts involved in protecting EMR
privacy are the same as those of paper-based medical
records, there are still some important differences in pro-
tecting EMR. Thus, health information management staff
members may perceive more or less difficulty to exact
protective behaviour. The findings may also help us to
understand that respondents still hold to the notion that
rigid privacy protection rules are not so easy to abide by.
Hospitals should therefore recheck EMR privacy policy
regularly and seek to revise their policy when related reg-
ulations or procedures are not practically feasible. Our find-
ings match the study of Kim et al. (2012) on predicting the
health behaviour of college students by use of HBM and
also with the study of Simgekoglu and Lajunen (2008) on
predicting seat belt use.

Effect of self-efficacy on behavioural intention

The HBM posits that self-efficacy is a strong determinant
of behavioural intention because sufficient skills are
required for performing specific behaviour. The finding
of our study revealed that self-efficacy is a significant pre-
dictor of intention to protect EMR privacy, which mirrors
those of previous studies on differing fields (Ifinedo, 2014;
Ng et al., 2009; Wan Omar et al., 2013), thus supporting
HS5. In our study, self-efficacy was the second strongest
significant predictor. The significant results may imply that
certain skills or concepts (e.g. auditing hospital staff’s
access log of EMR, exiting EMR system whenever leaving
the system unattended or changing passwords periodically)
are required for health information management staff mem-
bers to engage in protecting EMR privacy. Therefore, in
addition to providing adequate hardware and software for
protectingsEMRyprivacysshospitalsymust also equip health

information management staff members with the requisite
skill set to enhance compliance with the protection of EMR
privacy. Possible measures may include regular training on
EMR security- and privacy-related issues.

Effect of cues to action on behavioural intention

In our study, the cues-to-action construct was the strongest
significant predictor of intention to protect EMR privacy,
thus supporting H6. The significant results agree with the
findings found in other studies (Orji et al., 2012;
Simsekoglu and Lajunen, 2008; Straub and Leahy, 2014;
Wan Omar et al., 2013). According to these data, we may
infer that hospitals should initiate organisational ethics
awareness programmes and regularly disseminate privacy
protection messages to health information management
staff members. Via these awareness programmes, health
information management staff members may thus better
comprehend and appreciate their roles and responsibilities
when dealing with EMR. Further, the system reminder
messages should also emphasise the importance of privacy
protection and encourage health information management
staff members to engage in such protective behaviour
whenever, wherever and however possible. With guiding
information, health information management staff could be
prompted to make discreet decisions on performing appro-
priate protective behaviour through their own initiative.

Implications and limitations

Practical and research implications. Although the HBM has
been proven to be an effective model for explaining inten-
tion to protect against a perceived health threat, the litera-
ture has primarily focused on human health issues. Our
study employed the HBM to predict the behaviour of health
information management staff members in their role of
protecting EMR privacy. The results revealed that per-
ceived benefit, perceived barrier, self-efficacy and cues to
action are significant determinants of health information
management staff members’ intention to protecting EMR
privacy. However, perceived susceptibility and perceived
severity were unable to predict intention to protect EMR
privacy. Further study could assess the use of the HBM in
other contexts to improve an understanding of the possible
influences of these constructs.

Regarding practical implications, our results suggest
that hospitals should regularly launch ethics awareness pro-
grammes to propagate the pertinent knowledge and current
practices related to EMR privacy. In particular, hospitals
should promote the proven benefits of protecting EMR
privacy to encourage health information management staff
members to engage in protective behaviour and also to
comply with privacy policies that are clear and easy to
follow. In addition, hospitals should equip health informa-
tion management staff members with sufficient hardware
and software for protecting EMR privacy, as well as pro-
vide them with the required skills to implement protective
measures on their own. Finally, hospitals with a vested
interest should educate their staff with the latest
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information and sufficient knowledge on the protection of
EMR privacy. In this regard, hospitals may better protect
the privacy of EMR and satisfy consumer expectations.

Limitations and future directions. Because our sample com-
prised only health information management staff members
in hospitals, the results should be generalised to other
healthcare professionals with caution. Furthermore, we
conducted this study in a cross-sectional setting and were
unable to determine the changing perceptions of health
information management staff over time. Additional
insights are required for the postulated model if longitudi-
nal studies are to be undertaken in the future.

Conclusion

On the basis of the HBM, our study validated a research
model proposed to improve knowledge of EMR privacy
protection among health information management staff
members. The results demonstrated that perceived benefit,
self-efficacy and cues to action were all significant deter-
minants of intention to protect EMR privacy, while per-
ceived susceptibility and perceived severity were not
significant. Although hospital administrators are under
increasing pressure to adopt EMR systems to decrease
administrative costs and increase access and input effi-
ciency, the issue of privacy cannot be disregarded. The
behaviour of hospital staff members plays a crucial role
in the protection of EMR privacy; studies exploring the
factors that influence staff members’ decision to practice
vital privacy protection behaviour are thus imperative and
requisite for all concerned. To address this knowledge gap,
our study scrutinised possible influencing factors using the
HBM, with the aim of assisting hospitals to design more
effective strategies to improve EMR privacy protection.
Moreover, conclusions were also drawn from relevant
health theories to explain managerial issues since hospitals
increasingly stress the importance and necessity of protect-
ing patients” EMR privacy.
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